
IN THE CIRCUIT COURT OF THE EIGHTH JUDICIAL CIRCUIT OF FLORIDA

IN AND FOR COUNTY County, Florida



CRIMINAL DIVISION

IN RE:
INVESTIGATION 
AGENCY CR#:  00-00-000000
POST-INSTALLATION  SEQ CHAPTER \h \r 1APPLICATION 
FOR AN ORDER AUTHORIZING THE EXIGENT ACTIVATION AND USE OF BOTH A PEN REGISTER WITH ENHANCED CALLER IDENTIFICATION AND A TRAP AND TRACE


Comes now the State of Florida, by and through the undersigned Assistant State Attorney, and applies to this Court for an order Authorizing the Exigent Activation and Use of a Pen Register with Enhanced Caller Identification and cell site activation locations and of a Trap and Trace and for PHONE COMPANY, to provide telephone records, on the following grounds:


The AGENCY conducted an investigation (CR #) regarding SUBJECT OF INVESTIGATION (SUICIDAL SUBJECT, ESCAPED PRISONER, ETC).  As set forth in the attached Affidavit which is incorporated by reference, investigation by AGENCY indicated that a person in these investigations, PERSON INVESTIGATED, was in control of cellular telephone phone number(s) PHONE NUMBER IN QUESTION provided by CELL COMPANY THAT ISSUED PHONENUMBER, which provides nationwide cellular telephone service and regularly conducts business within the State of Florida, thereby falling under the jurisdiction of this court.  In order to maintain confidentiality, all Court orders for the release of requested information, from any court in the United States, are delivered to the appropriate phone companies Legal Department / Subpoena and Court Order Compliance Center.  The Circuit Court has jurisdiction over a corporation that regularly conducts business within the State of Florida to require said company to produce business records.  It was believed that the information likely to be obtained from a pen register, trap and trace, enhanced caller identification, cellular site information and stored telephone service information records, would assist in the investigation of this case.

AGENCY made a F.S. 934.31(4)(a) determination that an emergency existed which involved immediate danger of death or serious physical injury to a person, or the danger of escape of a prisoner.  These circumstances required the installation and use of a pen register or a trap and trace device before an order authorizing such installation and use could, with due diligence, be obtained, and there were grounds upon which an order could be entered under this chapter to authorize such installation and use.  

It is certified that the information thought to be obtained by such activation of a pen register and a trap and trace and use thereof was relevant to an ongoing investigation into SUBJECT OF INVESTIGATION.  It is further certified, as set forth in the affidavit attached hereto and incorporated herein as Exhibit A, that the information thought to be obtained by such activation of a pen register or a trap and trace, and use thereof was relevant to an ongoing investigation into SUBJECT OF INVESTIGATION, and that alternative means of investigation had been considered or attempted, and that no less intrusive means would be effective in attaining the objectives of this on-going investigation.  This application is made pursuant to Florida Statutes 934.31, 934.32, 934.33, and Shaktman v. State, 553 So.2d 148 (Fla. 1989).  Furthermore, the compelling State interest in the present case to overcome the individual’s privacy rights, as stated in Shaktman, was the risk of immediate danger to a person, or escape of a prisoner.  

It is further requested that this Court order the provider of wire and/or electronic communications services, landlords, custodians, and other persons and entities to activate such trap and trace device on the appropriate cellular telephone facility forthwith and to furnish all information, facilities, and technical assistance necessary, including activation and operation of the trap and trace, to accomplish both the activation and use of a pen register with enhanced caller identification and cell site activation locations and of a trap and trace unobtrusively and with a minimum of interference with the services that the provider of wire and/or electronic communications services, landlords, custodians, and other persons and entities accord the party with respect to whom the activation and use is to take place.


DATED this ___ day of MONTH, 20__.




BRIAN S. KRAMER



STATE ATTORNEY




By:  _________________________




ATTORNEY NAME




Assistant State Attorney





Florida Bar#: BAR NUMBER




OFFICE ADDRESS




CITY, FL ZIP




(352) PHONE NUMBER 




ESERVICE:  ESERVICE@SAO8.ORG



EMAIL:  _____________@SAO8.ORG

 IN THE CIRCUIT COURT OF THE EIGHTH JUDICIAL CIRCUIT OF FLORIDA

IN AND FOR COUNTY COUNTY, FLORIDA









CRIMINAL DIVISION

IN RE:
INVESTIGATION


AGENCY CR#:  00-00-000000
O R D E R

This matter having come before the Court pursuant to F.S. 934.31(4)(a), Florida Statutes, and the specific and articulated facts finding probable cause contained in the certified application of the State of Florida, which application requested that an order be issued authorizing the post-installation activation and use of a pen register with enhanced caller identification device and cell site activation locations and trap and trace, and directing CELL PROVIDER and others to furnish the AGENCY forthwith, all information, facilities, and technical assistance necessary to accomplish the activation and use of a pen register and trap and trace, and cell site activation locations.  Said application citing specific and articulated facts showing that there were reasonable grounds to believe that the contents of the requested records and information were relevant and material to an ongoing investigation in that they would assist law enforcement agents in said investigation into SUBJECT OF INVESTIGATION, and that SUBJECT OF INVESTIGATION was in possession of a cellular phone(S) and that the number(S) related to the phone(S) is/are PHONE NUMBER.

This Court, having found that there was a reasonable determination that an emergency existed which involved immediate danger of death or serious physical injury to a person or the danger of escape of a prisoner, and required the installation and use of a pen register or a trap and trace device before an order authorizing such installation and use could, with due diligence, be obtained, and there were grounds upon which an order could be entered under this chapter to authorize such installation and use.   Further, it has been certified to this Court that the information thought to be obtained by such activation and use was relevant to an ongoing investigation related to the investigation of SUBJECT OF INVESTIGATION for WHY YOU NEEDED TO LOCATE THE PERSON (WELL-BEING CHECK, APPREHENSION OF ESCAPED INMATE, ETC) in COUNTY County, Florida, and that alternative means of investigation were considered or attempted, and that no less intrusive means could be effective in attaining the objectives of this investigation, and that the investigation of the aforementioned incident was a sufficient compelling State interest to overcome the individual’s privacy rights as set forth in Shaktman v. State, 553 So. 2d 148 at 151-152, (Fla. 1989).   This Court having found the same to exist, it is therefore;

ORDERED AND ADJUDGED that CELL COMPANY and other providers of wire and/or electronic communications services, landlords, custodians, and other persons and entities are hereby authorized and ordered to furnish the AGENCY, as soon as practicable from the date of this Order, all information, facilities, and technical assistance necessary to accomplish the activation and use of a pen register with enhanced caller identification and cell site activation locations and trap and trace unobtrusively and with a minimum of interference with the services that CELL COMPANY, and other providers of wire and/or electronic communications services, landlords, custodians, and other persons and entities accord the party with respect to whom the activation and use is to take place; and it is 


FURTHER ORDERED AND ADJUDGED that:


(1)
The use of said pen register with enhanced caller identification and cell site activation locations and said trap and trace is authorized for a period of (2) days before the date of this order and for a period of (2) days thereafter.

(2)
This Order and its supporting Application shall be sealed until further Order of this Court; provided that a copy of this Order may be made available to employees of CELL COMPANY, and other providers of wire and/or electronic communications services, landlords, custodians, other persons and entities, and the AGENCY, COUNTY County, Florida, if necessary, to facilitate their assistance in implementing the provisions of this Order.

(3)
 CELL COMPANY, and other providers of wire and/or electronic communications services, and their agents and employees, landlords, custodians, and other persons and entities ordered hereby to provide assistance to the AGENCY shall not disclose to the listed subscriber, lessee or sub-lessee of the above-mentioned telephone numbers, or to any other person or entity, the existence of this Order and its supporting Application, or of this investigation, or of this pen register with enhanced caller identification and cell site activation locations or trap and trace device activation, and location of cell sites activated by calls either originating from the target facility or terminating at said target or unless otherwise ordered by the Court.

(4)
The AGENCY shall compensate CELL COMPANY, and other providers of wire and/or electronic communications services, landlords, custodians, and other persons and entities who furnish facilities and/or technical assistance pursuant to this Order for all reasonable charges and/or expenses incurred in providing such facilities and assistance, provided that said charges and/or expenses shall be identified and billed to the Alachua County Sheriff’s Office. 


(5)
CELL COMPANY, and other providers of wire and/or electronic communications services shall provide forthwith the AGENCY, upon written request, the names, addresses, billing and credit information of the subscribers of record, whether published or non-published, for the telephone numbers identified through the use of the pen register with enhanced caller identification herein authorized and/or the results of the trap and trace device and/or from historical call detail records obtained pursuant to this order.  Said results shall include the (1) traced and identified telephone numbers; (2) cell site activation locations of the facilities from which the traced and identified telephone calls were made, whether said calls originated from a land line, mobile telephone, cellular telephone or other telephone system; (3) names and  addresses of the subscribers of record, whether published or non-published, for said traced and identified telephone calls; (4) billing and credit information for said traced and identified calls; and, (5) dates, times, and durations of each such traced and identified telephone call.  If the target telephone is equipped with a mobile locator tool, GPS, or any geo-location capability, CELL COMPANY will provide the precision location or any available geographic location information, including but not limited to interim cell sites, complete cell site list, acquisition of geo-location information, upon request of the aforementioned law enforcement agencies.  Such service provider shall initiate a signal to determine the precision location of the subject’s mobile device on the service provider’s network or with such other reference points as may be reasonably available for a period of (4) days from the date of this order and at such intervals and times as directed by the law enforcement agency serving this order.

(6)
The tracing operation has no geographical limitations.

(7)
 CELL COMPANY, and other providers of wire and/or electronic communications services shall provide forthwith the AGENCY, information relating to any other central office based features, including call forwarding, speed calling or dialing, touchstar, and ring master.  If such features exist or are subscribed to during the pendency of this Order, the information provided shall include subscriber information,  including billing and credit information, relating to each individual digit(s) associated to speed dialing, whether published or non-published; and the destination that the target phone number is call forwarded to (to include call forwarding to the final destination), including billing and credit information whether published or non-published; and as there is probable cause to believe based on specific and articulated facts that they are relevant to the investigation CELL COMPANY shall provide the AGENCY with a detailed call history report of all incoming and outgoing calls and cell site activations for the past 4 days for target telephone number CELL COMPANY.

(8)  CELL COMPANY, and other providers of wire and/or electronic communications services, shall examine the aforementioned telephone number(S) and determine if it is equipped with a call identification feature as is supplied by CELL COMPANY to retail customers.  If said telephone line(S) are not equipped with a caller identification feature, CELL COMPANY is to add to the existing service the enhanced caller identification feature with no record of said service to the telephone's subscriber.   CELL COMPANY shall be compensated by the AGENCY for any additional expenses incurred by the activation of a caller identification feature.  CELL COMPANY shall take all necessary steps to ensure that the addition of said feature, or any activity relating to said feature shall not be reflected on the subscriber's bill, or in any other way, be disclosed to the subscriber.

(9)
During the pendency of this Order, CELL COMPANY, and other providers of wire and/or electronic communications services shall continue to furnish the AGENCY all of the above information, facilities, and technical assistance in the event of any subsequent telephone number changes by CELL COMPANY so long as the cellular telephone facility (to-wit:  electronic serial number). remains the same.  

It is FURTHER ORDERED AND ADJUDGED that the Court finds the facts contained in the application and attached affidavit meet the requirements of Exigence as required by Section 934.31(4)(a), Florida Statutes and that this Order shall be sealed until further order of this Court or other court of competent jurisdiction, pursuant to Section 934.33, Florida Statutes.


DONE AND ORDERED this ___ day of MONTH, 20__, in Alachua County, Florida.




CIRCUIT JUDGE

EXHIBIT A
STATE OF FLORIDA 
)

COUNTY OF COUNTY
)

AFFIDAVIT
I, YOUR NAME, being duly sworn, do hereby depose and state the following:
I am a YOUR RANK with the YOUR AGENCY and have been a Law Enforcement Officer for YEARS OF EMPLOYMENT years.  The facts of this case are as follows: 
SUMMARIZE YOUR CASE HERE.  BE SURE TO INCLUDE DETAILS OF WHY THE CIRCUMSTANCES WERE AN EMERGENCY.
It was believed that the information received from this request might assist Law Enforcement in the investigation of this Emergency by locating the individual, and identifying numbers of possible witnesses or suspect(s) that might have been utilizing the phone at the time of the activity during and shortly prior to the Emergency.  Your Affiant’s training and experience is that cell phones are common place in today’s society and that most people have one and use them routinely during the day.  Your Affiant’s training and experience regarding the common usage of cell phones also leads your Affiant to believe that individuals who commit crimes also use cell phones to facilitate the commission of crimes, and that victims of crimes frequently possess cell phones during the crime or at the time of their disappearance.

All court orders for surveillance, information and records from any Court in the United States, are forwarded directly to the phone Company’s Legal Department/Subpoena and Court Order Compliance Center.  The requested records are then exchanged between the phone company and the AGENCY.  This is necessary in order to maintain confidentiality. 

In your affiant’s experience, information identifying subscribers for numbers obtained from numbers captured by the pen register and the trap and trace devices, and subscriber information associated with any service changes, has yielded information that is relevant and material to an investigation.  Such information includes leads relating to the names of family members, associates, friends and other individuals who may assist in the investigation of the offense(s).  One way of identifying associates may be to obtain information identifying subscribers for calls made to and from the subject telephone number and then conduct an investigation concerning those individuals.
Pen register records are necessary for fugitive investigations because they permit investigators to identify outgoing calls from the subject telephone.

Trap and trace records are necessary because they permit investigators to identify calls made to the subject telephone.

Location information can be essential in rescuing a person who is being illegally detained, injured, or otherwise in urgent need of assistance to prevent death of serious physical injury, and locating an escaped prisoner.  

Historical records (ie, toll information and/or call detail records) for the subject telephone numbers are important in investigations to establish a past pattern of activity for the suspect (ie, where he/she has been, who he/she has been calling) because it helps to determine where the suspect was at the time the offense(s) occurred.  Therefore, the historical records for the past thirty (30) day period are relevant and material to an investigation.




___________________________



YOUR RANK YOUR NAME, Affiant 



YOUR AGENCY 

Sworn to and subscribed before me this ___ day of MONTH, 20__.

_______________________________


Notary or Assistant State Attorney
Cell Track Order
     

EXIGENT CIRCUMSTANCES FOR PHONE ORDER – 12/4/2015
     

